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December 2022

Tips to Stay Safe While Online Holiday Shopping
December is National Identity Theft Prevention and Awareness Month! This holiday season may be your first time with a debit card. Here are a few tips to stay safe while online shopping this year. 

1. Use trusted websites when online shopping
 An excellent first step to reduce risk is to shop online using websites that are well known and employ security features. Pay attention to the actual URL you are shopping from to be sure the site is valid, as the chance to be directed to a less than-reputable website through “click-bait” ads is higher during the holidays. Some experts suggest to directly type the online retailer’s URL into your web browser. When shopping on your phone, consider downloading the specific apps from each retailer. Additional security features are built into retailer apps, and you can also ensure you are purchasing directly from the source. 
2. Look for “security indicators” 
To check that a website is secure, look for “https” at the beginning of a site’s address. When you see the “s” at the end of “http,” then the site is encrypted, and your data will be secure. Another security indicator to watch out for is an icon that looks like a lock. The lock icon appears either next to the URL or in the bottom corner of your web browser. Use an online browser that warns you before purchasing – or even visiting – a non-secure site.
3. Use secured networks 
Most of us are staying at home now more than ever, so restricting online shopping to your home computer is easier this year than in past holiday seasons. It’s a good idea to run regular virus checks and updates on your device. Pay attention to network connections when shopping from other devices if you do find yourself on the go. 









4.  Don’t store payment information 
Storing card information on a retailer’s website may save time, but it’s risky in the long run. Stored information could compromise your identity if there is a widespread data breach. This can also help you stick to your spending plan. People are less likely to make impulse buys when payment data is not stored, and you must get up from the computer to get payment information. Entering payment information by hand helps make you more aware of what you’re spending. 
5. Select complex passwords
 Take the time to use complex passwords when purchasing from retail websites. This tip holds true for your passwords on other accounts as well. Avoid using readily available information like your mother’s maiden name, your birth date, a single word, and the last four digits of your Social Security number or phone number. Combinations of letters, numbers, and special characters make the strongest passwords. Store passwords using a password manager, or store away from your computer in a written document that is securely stored in your home.

Now you know a few tips and tricks to keeping your information safe! For more information on online fraud prevention, visit our fraud center. 

Getting ready for college? This could be you! Click here to learn more about the 2023 Foundation Scholarship!
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Congratulations 2022 Scholarship Winners!
$12,000 Awarded!

L - —

Winning essays, vi.d:.o photo ok CUFotmd.Orsﬁd‘ohrM





image2.png
TEEN NEWSLETTER

are you ready?





